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1. Introduction

CARBON is a bootable forensic Linux distribution based on Ubuntu and provided by SUMURI. The boot process
has been modified to assure that the internal or external media of computers and devices are not modified or
mounted.

Once booted the user will find the CARBON Forensic Suite has simplified virtualization tasks into an easy to use
GUI (graphical user interface) that requires minimal training and does not require user to utilize the command
line.The core component is the CARBON Forensic Suite – which allows the user allows you to virtualize
computers instantly. No disassembly and no imaging required!

CARBON can be used to boot attached SATA devices – either internal or external or forensic images. CARBON
can support the most popular forensic images such as: RAW, 001, DD, E01, Ex01, DMG, S01, AFF, or virtual
hard disks such as: VDMK, QCOW, HDD, VHD and many other formats.

1.1. Configure BIOS

In order to safely boot CARBON Forensic Suite on standard PCs (non-Macs) please make sure that you are
comfortable with the following:

Disabling Secure Boot
Setting Boot Options within the BIOS/UEFI
Accessing the Boot Manager
Enabling Virtualization

Disabling Secure Boot

Secure Boot is a security standard found in modern computers that only allows software trusted by the PC
manufacturer to boot the computer.  If Secure Boot is enabled on a PC it will most likely need to be disabled to
boot CARBON Forensic Suite which is based on Linux.

To disable Secure Boot you will need to enter the BIOS/UEFI Setup Utility.  This is done by powering on the PC
and pressing a “catch” key.  This “catch” key can be different for every PC.  The “catch” key is usually displayed
for a couple of seconds after pressing the power key to turn on the PC.  Common examples of BIOS/UEFI Setup
Utility “catch” keys are: ESC, F1, F2, or F12 keys.
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Once you have safely entered the BIOS/UEFI Setup Utility you will need to find the “Security” menu where you
can disable the Secure Boot option and save the changes.

Once the Secure Boot option is disabled and the changes are saved you can then power off the computer and
restart with CARBON Forensic Suite.

 

Enabling Intel VT and AMD-V virtualization

To enable virtualization you will need to enter the BIOS/UEFI Setup Utility.  This is done by powering on the PC
and pressing a “catch” key.  This “catch” key can be different for every PC.  The “catch” key is usually displayed
for a couple of seconds after pressing the power key to turn on the PC.  Common examples of BIOS/UEFI Setup
Utility “catch” keys are: ESC, F1, F2, or F12 keys.

Once you have safely entered the BIOS/UEFI Setup, verify the virtualization settings are enabled in BIOS.  The
BIOS settings are usually in the Chipset or Processor menus.  The menu names may vary from computer to
computer, the virtualization settings may be found in Security Settings or other non standard menu names.
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1.2. Booting the PC into CARBON

CARBON has three modes which can be selected from the splash screen:

Live Session – Forensic Mode
Live Session – SUMURI Remote Services
Live Session – Non Forensic Mode

Forensic Mode – forensically sound with networking disabled.  Booting to Forensic Mode does not mount
internal drives, attached media, and/or swap files.  Once booted the mounting of devices is controlled by the
PALADIN Toolbox or the CARBON Device Manager.

Remote Services Mode – forensically sound with networking enabled.  Booting to Remote Services Mode does
not mount internal drives, attached media and/or swap files.  Once booted, mounting of devices is controlled by
the PALADIN Toolbox or CARBON Device Manager.  The user can utilize the CARBON Forensic Suite to
complete tasks or you may engage the SUMURI Team for assistance.

Non Forensic Mode – not forensically sound with networking enabled.  Booting to non forensic mode does mount
internal drives, attached media, and/or swap files.

2. CARBON Overview

CARBON is based on Ubuntu Linux; Many of the applications and features included with Ubuntu still
remain.  CARBON is a complete operating system and the desktop and navigation is similar to other operating
systems.  In this section we will be highlighting the following:
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Start Menu
CARBON Forensic Suite
PALADIN Toolbox  
SUMURI Remote Services
Forensic Tools Directory
Terminal

2.1. Start Menu

Start Menu:

CARBON is using XFCE Desktop which is fast and light.  The Start Menu can be accessed by clicking the
CARBON shield at the bottom left corner of the desktop(App Menu).  From here you can search for installed
applications or select categories on the right.

Shutting Down CARBON:

To shut down CARBON press the power button in the upper right hand corner.

CARBON Forensic Suite:

CARBON is a revolutionary new product in computer forensics.  CARBON allows you to virtualize computers
instantly.  No disassembly and no imaging required!

PALADIN Toolbox:

The PALADIN Toolbox is included with CARBON Forensic Suite.  We have worked hard to create a tool to handle
a majority of basic and advanced forensic tasks and organized them into a simple to use GUI.  The PALADIN
Toolbox can be accessed by double-clicking it’s icon found on the Dock.

PALADIN Quick Start Guide:

A PDF guide detailing the functionalities of our PALADIN software.
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SUMURI Remote Services:

SUMURI now offers Remote Services with all PALADIN distributions.  If activated, the SUMURI team will be able
to assist you with your forensic tasks or troubleshoot a problem.

Firefox:

Firefox is included in CARBON so practitioners can review forensic reports that are in HTML format, and access
the internet in non-forensic mode.

Terminal:

Allows the practitioner to run command line code, if needed.

Home Directory:

Allows the practitioner to navigate the home directory of the CARBON file system and any mounted media.

3. Getting Started with CARBON

The CARBON forensic suite allows you to virtualize almost any computer system, forensic image or virtual disk
without disassembling the computer system.  The forensic images or virtual hard drives can be attached via SATA
or USB connection. 

This allows you to gain access to the last user experience on the system.  CARBON will also create a digital video
of that user experience so you can share it with a wide audience, from prosecutors, judges and juries so that they
can instantly understand what the last user was doing on that system.  You will see the system as the last user
side, from startup objects, to desktop objects, the background being used to have the same look and feel of the
last user. And it is easily done with a simple click of a mouse button.

CARBON virtual forensic suite will also allow you to conduct a triage of the system, as well as searching or
carving out specific data-types.

CARBON virtual forensic suite also includes the award-winning PALADIN toolbox which allows you to image most
computer systems.  PALADIN has been certified and tested by the National Institute of Standards and Technology
(NIST).

Once Carbon has booted, left click on the Carbon icon of the toolbar.  You will then see the splash screen
identifying the tool you selected.  Left click on the “next” button on the bottom right hand corner of the screen.
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Carbon forensic suite has been installed on a 250 GB portable SSD which has been formatted with two
volumes.  The Carbon volume, which houses the CARBON forensics suite, and a Data volume for your output.

At this point you can select your Session Name, by default it is set to “output_CARBON” and the current date and
time of the system.  You also have the option of inputting the value of your choice, it is recommended that you
utilize a unique naming structure in order to identify the different sessions.

Your next election is the output device, by default CARBON will utilize the data partition of the CARBON
SSD.  You may also attach a different device for your output.  The screen below will show all of the attached
devices.  As you can see from the screenshot, the CARBON partition is identified as/dev/sda1 and the DATA
partition has been identified as/dev/sda2.  The item identified in the screenshot as/dev/sdb is the host system with
the device attached via the SATA interface.  Once you have selected your output, left click on the one button on
the bottom right of the screen.
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The next screen will warn you that you will be writing data to the output device you just selected.  It is very
important that you select the correct output device.  Once you are satisfied with your output device selection, left
click on the “launch CARBON” button on the bottom right-hand side of the screen.
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The next window will allow you to select an image to be analyzed or to select the attached media, which could be
either an image or a restored device.

From the screenshot in the upper left-hand corner is the toolbar, below that you have a window with two tabs
“Image List” and “Attached Media”.  The toolbar will provide you options depending on which tab you select.

The bottom window will provide you information about either the image you selected or the attached media you
selected.  To view the attached media you need to left click on the scan button as highlighted in the screenshot.
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CARBON will then scan all attached devices and provide you a list in the upper window.  A single left click on a
specific device will then populate the partition detail window below.  In the case of the screenshot we see that it is
a five hundred twelve gigabyte SSD hard drive manufactured by Micron.  We can also see the serial number for
that specific device.  As we look in the partition detail window we see that there are numerous partitions.  We
observed the start and ending sector as well as the types of file systems for the different partitions.
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3.1. Opening Forensic Image Files

To view image files, you will need to left click on the plus symbol in the CARBON menu in the upper left-hand side
of the screen. You will then be presented with the typical Windows prompts to find the image file. If the file is on
attached media, you will need to select the Scan icon; then select the desired drive to mount the attached media.
The partition detail screen remains the same – identifying the different partitions within the image file and the file
system for each partition.

CARBON forensic suite has the ability to virtualize either the image or the attached media. An issue you may
come across is BitLocker encryption that is being utilized, CARBON will identify the bit locker volumes and
prompts you for either the Password or Recovery Key.

For CARBON to successfully virtualize a BitLocker Volume the password or recovery key must be entered.  To
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boot the device or image file all you have to do is left click on the boot button and the virtual machine boot dialog
box will appear.

4. Carbon Toolbar

Before you start moving into other areas of CARBON, you need to complete the examiner information. This
information will auto populate in some other fields as we utilize CARBON. Left click on the highlighted icon and
the “Examiner Information” window will appear. Fill in the appropriate information and left click “Update”.

 

4.1. File Search

CARBON has easy to use yet powerful “File Search/Carving” feature.  CARBON can search for evidence files
from Images and Attached Media.  All the major Filesystems are supported for searching.  Click on the “File
Search/Carving Config” icon on the the tool bar and the configuration window will appear.  The following are
search criteria available to you:

Filename
Keyword
File Signature
Custom File Signature
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To use this feature, we need to create “Config File”.  The “Config File” will contain the list of Filename, Keywords
and File Signatures that CARBON will use to find the data.  You will not need to recreate this specific Config File
again – it will be saved to the CARBON device for you to use in subsequent examinations.

Left click on the “File Search Configuration” tab.  Select “Create New Config File” radio button.  Type a name for
the new config file in text box.  You can create many different configuration files, depending on the type of crime
you are investigating.  Click “Create”.
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To add a filename, keyword, or signature, select the “File Name List” tab and click the “+” button.

A window will appear; Add the filename of your choice.  Left click “Add”.  The new filename has been added the
configuration file.

You can also add a keyword list one at a time or a pre-created list.  Clicking on the ”+” sign will let you add one
keyword at a time, while clicking the “clipboard” icon will let you add the list.

In the above screenshot you can see a listing of keywords, the full list is over one hundred keywords, that are
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associated with child pornography.

When you click on the “File Signature” tab, you are presented with a complete list of file signatures. They are
broken down by categories and then you select the file signature you are looking for.

You can still add custom signatures to the configuration file.  You can add the custom signature either in ASCII
mode or HEX mode.  In the tab “Custom Signature”, click “+” button.
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After you have configured the File Search configuration, load an Image or select the attached media device.  Click
“Search” button.
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Once file search operation is over, file search result window will come up. The features of this result window are
similar to Results Viewer window.

We can now bookmark items and add notes to the items; all of which can be included in the final report.

4.2. File Carving

To carve out data based on the file signatures, select the “Carve” button.  The “Carver” window will appear.  You
have the option of searching the selected image or a specific file.  You have the option of using the built in file
signatures or entering your own custom file signature.  You have the option of searching only unallocated space
or the entire disk image.
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Once the carver has completed it will open a file browser window and show you the results.  The results will be
stored in the output device you specified when you started CARBON.  Inside of each folder will be the carved data
– with 100 files per folder.

In the below screen shot, you will see the carved jpg files.
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4.3. RECON for Windows

CARBON has the ability of performing automated forensic analysis on Windows’ Images and Devices.  CARBON
supports Windows-7 to Window-10. to include 40+ plugins of the most common of artifacts in today’s
environment; RECON for Windows makes the forensic examiner’s job a little bit easier.  

To use this feature, load a Windows Image or attached media with the Windows Operating system. Click RECON
button.

Once the configuration window appears you have “Case Information” on the right-hand side and “Plug-ins” for
the most commonly used artifacts on the left.

On the Case Information Fields, the Examiner and Agency fields will auto populate with the information you
provided when you selected the “Case Information” icon on the CARBON Toolbar. 

You have to input the case number, evidence number and the pertinent information, reference a location and any
case notes. CARBON automatically detects the Windows operating system of the image or the attached media
device you have selected.

If you work similar cases you can create a template for your commonly checked plug-ins. Check the plug-ins you
wish to deploy and at the bottom left-hand corner you will see a box titled “Save Template” place a checkmark in
the box and then place a name for the template in the box. Left click the save button and you will then have a
template for any subsequence investigations.

Left click ‘Start’ and CARBON will start extracting artifacts from the selected image or attached media device.
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The status bar will show the current running plugin. You can skip a particular plugin if you want by clicking ‘Skip’
button or you may skip all the remaining plugins by clicking ‘Skip All’.

The time for completion will be determined by the size of the device and the number of artifacts being searched
for.  Once this operation is completed, CARBON will build the “Result Window”.
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On the left side of the “Result Window”, you will find the list of the plugins.  In center, table view of the data.  On
right side, Detailed information and Preview.  If there were no artifacts found for the plug-in, the plug-in will be
highlighted in red text.  If there are artifacts the plug-in will be highlighted a black text.

Clicking an item from the table will show it’s “Detailed Information” and “Preview” (if available).  Keep in mind that
the timestamps of artifacts can be in the format of dd/mm/yyyy hh:mm:ss.

There is a field “File Exist” in which the response is a large “NO” in red letters – this signifies that the file is not
available in the image or the attached media device.  If the file was available you would be able to preview the file
using the built-in viewer.  You also have the ability to search within the artifacts for each plug-in.  Above the center
window is a text box for your keyword search.  Type in your keyword and then left click on the search button to the
right and CARBON will automatically search through the results for that specific key term.

In the following screenshots, we have selected the plug-in “Google Chrome” and are searching for the keyword
“dogs” in the Internet history of Google Chrome. We left click the select button and CARBON will search through
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the Internet history of Chrome and then returns two results for our keyword search. The search hit also provides
the date and time the page was last visited as well as the number of visits.

To return to the full results  for the selected plug-in simply left click on the “Show All” button.

The purpose of “Detach” is to detach a moveable window from CARBON. 

Changing the selected item in the result table will update the data (i.e. change) in this window.  It’s good to use
this feature when you are using multiple screens. 

The purpose of “Full” is to detach a Moveable window from CARBON. 

Its task is different from “Detach”.  Changing the selected item in the result table won’t update the data in this
window.  Use this window to compare data of multiple items in the result table.  You can open “Full” window for
multiple result entries.

Timeline

You can also search globally or create a timeline through all of the plug-ins at once or a subset of the plug-ins.  At
the top of the CARBON screen you have four icons the left one is going to be the plug-in you have highlighted the
next one Is the Global Search Icon, then the Global Timeline Icon and Global Report.
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To bring up local timeline setting window, check the box which is next to “Keyword Search”.  This will enable the
“Timeline” button.

 Click “Timeline”, it will bring up the window where you can set the “Start Time” and “End Time”. Click “Set”

CARBON will generate the timeline based on the time frame you set.  The tabs (locally) or plugin artifacts (global)
which do not have any timestamp information will not be modified.

Bookmarking

To bookmark any result, check the box of the result entry. You can use spacebar. Clicking the spacebar when you
are at result table will bookmark the current entry and move to next entry.  If you have performed some search
and want to bookmark the result entries all at once, right click anywhere on the result table and click “Bookmark
All”.  It will bookmark all the items present in the current result table.

Adding Notes

You can add notes to result entries.  Right click on a result entry and then click “Add Note”.  The add note window
will populate – you have two options:

“Add Note”
“Add Note to Bookmarks”

If you want to add a note to a bookmark, make sure you bookmark the item first and then select “Add Note to
Bookmarks”.
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Once you click “Save” a small icon will appear next to the checkmark box.  That lets you know the note has been
added and will be included in the report.

Reporting

Once you have finished you analyses, you now have to present your findings in a report.  Click on the “Global
Report” Icon and the reporting windows will appear. The “Case Information” window will be in the center and the
“Plugin Information” window will be on the right.  You can select all bookmarks for a large report or you can create
mini reports for each plugin.  You have report output format options of HTML, PDF, CSV and XML.

You can generate reports within the the Global Report function or within each respective plugin.  Perform the
following steps:

1. Check the Export box (if desired)
2. Select your report output format
3. Select the artifacts recovered (bookmarks only, selected window, or all content)
4. Click “Report”

For images (or any file) if you want the image to appear in the report, ensure to select the “Export”
check box.  The report and the files used for the creation of the report will be save on the output device you
selected at the beginning of the exam.

 25 / 40



 

 
CARBON MANUAL

Below is an example of the report’s output.  You have filename, MAC times, any notes that were added and
MD5and SHA1 hash values for the artifact.  In an HTML report,  If you click on the artifact, it will be produced in
an external viewer.

On the main CARBON screen, a practitioner  can load a previous Recon session by select the icon to the farthest
right as depicted below.
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To reload a prior Recon Session – Select the Load Recon result.  The load RECON window will appear.  Navigate
to the RECON results on the destination device.  Navigate to the CARBON output folder that has the prior
session.  The date and time of the prior is indicated in the folder name.  Once the folder is selected the prior
session will be loaded for you to continue your investigation.

4.4. Snapshot Comparisons

SnapCompare is a tool within CARBON that allows the examiner to inspect files on a system for modification or
tampering.  SnapCompare will take a snapshot of the files currently on the Windows system in question.  It will
then compare the file modified, accessed, created, birthed (MACB) timestamps to see which files were altered
between Snapshots.  This functionality works great for incident response and malware analysis specialists.
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After selecting the hard drive from attached media or image list, Click on SnapCompare.  A screen will pop up that
is asking for the Base Snapshot file; the Base Snapshot can be a Snapshot file or the actual device (i.e.
/dev/sdb).  Then click on “Done”.

On the following screen, identify the secondary Snapshot (Snapshot2) that’ll be used for the
comparison.  Provide the session with a session name in the following text field.  There is an option to compare
the entire filesystem or just a specific directory (i.e. Desktop, Documents, etc.). You can add or remove directories
with the
“+Add” or “-Remove” buttons to the right side of the window.  Then click “Start”.
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After the file comparisons are complete, the results will be presented as depicted below.  The window identifies
the following artifacts:

Modified Files
Deleted Files
Created Files

When a file from one of the above categories, the metadata pertinent to that file’s status on the old and new
image are displayed side by side.  If the file is a media file, then it is displayed in the preview section.

Examiners can utilize the keyword search function to look for key terms.  Artifacts from the SnapCompare can be
exported as a report in HTML or CSV format.  The reports can generate bookmarks, full plugin content, or
displayed screen items into the report.

4.5. Boot the evidence as a Virtual Machine

To boot the device or image file all you have to do is left click on the boot button and the virtual machine boot
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dialog box will appear.

The Boot functionality allows examiners to virtualize a Windows PC in a write-protected environment.  Therefore
an examiner can navigate through the system just as the end user would and not worry about altering the original
data.  In the event the examiner does not have the login credentials to the machine, the examiner can check the
box “Clear User Passwords” to bypass the Windows login passcode.  The examiner also has the capability to
enable networking and USB filters (Remote Services and non-forensic modes only).  Snapshots and video
capture of the virtualized machine can also be performed using the Boot function.  

Selecting the network option will allow the virtual machine to connect to the network utilizing Network Address
Translation (NAT) with the host machine. The host machine must be connected to the network prior to booting the
image.

CARBON can also create a digital recording of the boot session of the image are attached device. To utilize this
option, select “Video Capture” and you can specify the size of the recording. The recording file is created in
.webm format, which utilizes the HTML 5 encoding. This allows for a much smaller file size when creating the
video. Use any Web Browser,VLC or any other application to play this file. CARBON comes with preinstalled
Mozilla Firefox and VLC.

CARBON also allows for the use of the snapshot function of the virtual machine. This allows you to save the
virtual machine in a persistent state. This allows you to “roll back” the virtual machine to this persistent state. You
are not making any changes to either the attached media or the image file; the “Saved Snapshots” are saved in
the output device you selected earlier.

Upon clicking “Boot”, the following screen will be displayed.  The top portion (highlighted in yellow) identifies the
disk drive, the virtual RAM, virtual CPU, and the virtual video memory.  The area immediately below the virtual
machine components (highlighted in green) is the examiner selected options such as bypass login credentials,
open network access, enable USB connectivity, screen record, and Virtual Machine snapshots.  The last portion
(highlighted in blue) is annotating the current hardware configurations such as whether the system is dual boot,
the hard drive controller, and the operating system currently on the Windows PC being examined.

Please ensure that you mount the devices read/write utilizing the device manager in the PALADIN toolbox.  Make
sure you mount the correct device as you can suffer negative consequences if you do not.
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5. PALADIN Toolbox

CARBON comes with the PALADIN Toolbox built in.  This allows for forensic imaging of the Windows PC in the
current moment.

The PALADIN project was conceived by Steve Whalen in 2006 out of the need to have an easy-to-use low or no-
cost solution for imaging and previewing computers.  This was released as “Raptor” in 2007.  “Raptor” was
abandoned in 2010 by Whalen when SUMURI was founded and PALADIN was released.  Since 2010, the
PALADIN Toolbox has been completely re-written to account for changes to technology and continues to be
updated.

The PALADIN Toolbox has combined and simplified multiple forensic tasks into one easy to use GUI (graphical
user interface) that requires minimal training and does not require user to utilize the command line.  As the
SUMURI tagline states, “Forensics Simplified”.

We are frequently questioned about the validity of the PALADIN Toolbox.  As with any tool that you choose to use
the validation and testing is your responsibility.  Every tool, whether it is ours or someone else’s, should be tested
by the examiner prior to using.  We can say that the “engine” that runs the PALADIN Toolbox is a combination of
applications that have been used by forensic examiners and investigators for years and have withstood scrutiny
within many courts of law.  Versions of PALADIN have also been tested by the National Institute of Standards and
Technology (NIST).
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The options for imaging are the following:

Source = Select the physical or logical drive that you want to image.
Image Type = This is where you select the type of forensic image for the output or select “Device” to
make a clone.
Destination = This is the volume where you want your forensic image to go.
Label = Name for your image (no spaces).
Verify after creation = Select this if you want to hash the forensic image files after they have been
created (SHA-1 and MD5).
Segment Size = Select this if you would like to divide your forensic image file into smaller segments or
“chunks”.  Due to Linux FAT32 limitations (VFAT), 2000 Mb is the largest size allowed.
Start – Starts imaging once your parameters as set.

PALADIN Toolbox supports imaging to two separate destinations or as a different format on a single destination
drive as a different format by selecting the “Additional” box.  It is important to remember if you are using the
“Additional” image option you must use a different “Label” for each image to avoid overwriting.

 

6. SUMURI Remote Services
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With the release of CARBON we have included a new boot option – SUMURI Remote Services.

SUMURI Remote Services allows you to boot into a forensically sound mode with networking enabled.  In this
mode we have added the SUMURI Remote Services application.  This application allows you to connect with a
vetted SUMURI Team Member who can assist you with your forensic tasks remotely.

Additionally, SUMURI Remote Services allows you to engage the SUMURI Team to handle your Forensic or
eDiscovery needs without the expense of travel costs or having to wait for a response team to arrive. 

More information about SUMURI Remote Services can be found at our website
(www.sumuri.com(http://www.sumuri.com)
)

7. Shutdown
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To shutdown CARBON just select the “Power Off” button in the menu located in the bottom right hand corner.

You will be presented with a confirmation before shutdown begins.

8. Updating CARBON

CARBON comes with one full year of updates. After your license has expired you will be required to purchase an
additional year in order to continue to receive updates. CARBON will not function if your license expires. 

You can find your expiration date by clicking under the “About CARBON” button.
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CARBON updates and this documentation can be found here:

https://goo.gl/bQJYfY(https://goo.gl/bQJYfY)

Please follow the instructions below EXACTLY in order to properly update CARBON.
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1. Please go to the following link: https://goo.gl/bQJYfY(https://goo.gl/bQJYfY)
 to download the latest version of CARBON.

2. Delete the old CARBON.iso from the root of the CARBON partition.
3. Copy the new CARBON.iso file to the root of the CARBON partition. If you are performing this function on

a Mac, use software such as CommanderOne to copy the CARBON.iso file onto the drive.
4. Once you boot into your CARBON environment, confirm that the Version number has been updated in the

About Carbon section.

 

9. Support - Getting Help

For support and troubleshooting please fill out a support ticket at SUMURI’s Help Desk:

sumuri.freshdesk.com(https://sumuri.freshdesk.com/)

SUMURI is located in Delaware, USA and our offices are open 0900 – 1700 EST (9AM – 5 PM). SUMURI offices
are closed during US Federal Holidays(https://en.wikipedia.org/wiki/Federal_holidays_in_the_United_States)
.

Help Tickets are typically handled during regularly scheduled business hours.

For comments or feature requests please email us at:

hello@sumuri.com(mailto:hello@sumuri.com)

10. Terms and Conditions

CARBON

Copyright 2018 – SUMURI LLC

www.sumuri.com

IMPORTANT, PLEASE READ CAREFULLY. THIS IS A LICENSE AGREEMENT

This CARBON is protected by copyright laws and international copyright treaties, as well as other intellectual
property laws and treaties. This CARBON  is licensed, not sold.

End User License Agreement

This End User License Agreement (‘EULA’) is a legal agreement between you (either an individual or a single
entity) and SUMURI LLC with regard to the copyrighted software (herein referred to as CARBON  or ‘software’)
provided with this EULA. The CARBON  includes computer software, the associated media, any printed materials,
and any ‘online’ or electronic documentation. Use of any software and related documentation (‘software’)
provided to you by CARBON  in whatever form or media, will constitute your acceptance of these terms, unless
separate terms are provided by the software supplier, in which case certain additional or different terms may
apply. If you do not agree with the terms of this EULA, do not download, install, copy or use the software. By
installing, copying or otherwise using the CARBON, you agree to be bound by the terms of this EULA.  If you do
not agree to the terms of this EULA, SUMURI LLC is unwilling to license the CARBON  to you.
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Eligible License – This software is available for license solely to software owners, with no right of duplication or
further distribution, licensing, or sub-licensing.

License Grant – SUMURI LLC grants to you a personal, non-transferable and non-exclusive right to use the copy
of the software provided with this EULA. You agree you will not copy or duplicate the software. You agree that you
may not copy the written materials accompanying the software. Modifying, translating, renting, copying,
transferring or assigning all or part of the software, or any rights granted hereunder, to any other persons and
removing any proprietary notices, labels or marks from the software is strictly prohibited.  Furthermore, you
hereby agree not to create derivative works based on the software.  You may not transfer this software.

Copyright –  The software is licensed, not sold.  You acknowledge that no title to the intellectual property in the
software is transferred to you. You further acknowledge that title and full ownership rights to the software will
remain the exclusive property of SUMURI LLC and/or its suppliers, and you will not acquire any rights to the
software, except as expressly set forth above. All copies of the software will contain the same proprietary notices
as contained in or on the software. All title and copyrights in and to the CARBON  (including but not limited to any
images, photographs, animations, video, audio, music, text and ”applets,” incorporated into the CARBON), the
accompanying printed materials, and any copies of the CARBON, are owned by SUMURI LLC.  The CARBON is
protected by copyright laws and international treaty provisions.  You may not copy the printed materials
accompanying the CARBON.

Reverse Engineering – You agree that you will not attempt, and if you are a corporation, you will use your best
efforts to prevent your employees and contractors from attempting to reverse compile, modify, translate or
disassemble the software in whole or in part. Any failure to comply with the above or any other terms and
conditions contained herein will result in the automatic termination of this license and the reversion of the rights
granted hereunder to SUMURI LLC.

Disclaimer of Warranty – The software is provided ‘AS IS’ without warranty of any kind. SUMURI LLC and its
suppliers disclaim and make no express or implied warranties and specifically disclaim the warranties of
merchantability, fitness for a particular purpose and non-infringement of third-party rights. The entire risk as to the
quality and performance of the software is with you. Neither SUMURI LLC nor its suppliers warrant that the
functions contained in the software will meet your requirements or that the operation of the software will be
uninterrupted or error-free. SUMURI LLC is not obligated to provide any updates to the software for any user who
does not have a software maintenance subscription.

Limitation of Liability – SUMURI LLC’s entire liability and your exclusive remedy under this EULA shall not exceed
the price paid for the software, if any.  In no event shall SUMURI LLC or its suppliers be liable to you for any
consequential, special, incidental or indirect damages of any kind arising out of the use or inability to use the
software, even if SUMURI LLC or its supplier has been advised of the possibility of such damages, or any claim
by a third party.

Rental – You may not loan, rent, or lease the software.

Transfer – You may not transfer the software to a third party, without written consent from SUMURI LLC and
written acceptance of the terms of this Agreement by the transferee. Your license is automatically terminated if
you transfer the software without the written consent of SUMURI LLC. You are to ensure that the software is not
made available in any form to anyone not subject to this Agreement. A transfer fee of $150 USD will be charged
to transfer the software (not applicable to transfers associated with orders from distributors, or resellers or intra-
company transfers).

Upgrades – If the software is an upgrade from an earlier release or previously released version, you now may use
that upgraded product only in accordance with this EULA.  If the CARBON is an upgrade of a software program
which you licensed as a single product, the CARBON may be used only as part of that single product package
and may not be separated for use on more than one computer.

OEM Product Support – Product support for the CARBON is provided by SUMURI LLC.  For product support,
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please call SUMURI LLC.  Should you have any questions concerning this, please refer to the address provided in
the documentation.

No Liability for Consequential Damages – In no event shall SUMURI LLC or its suppliers be liable for any
damages whatsoever (including, without limitation, incidental, direct, indirect special and consequential damages,
damages for loss of business profits, business interruption, loss of business information, or other pecuniary loss)
arising out of the use or inability to use this ‘SUMURI LLC’ product, even if SUMURI LLC has been advised of
the possibility of such damages.  Because some states/countries do not allow the exclusion or limitation of liability
for consequential or incidental damages, the above limitation may not apply to you.

Indemnification By You – If you distribute the software in violation of this Agreement, you agree to indemnify, hold
harmless and defend SUMURI LLC and its suppliers from and against any claims or lawsuits, including attorney’s
fees that arise or result from the use or distribution of the software in violation of this Agreement.

Jurisdiction – The parties consent to the exclusive jurisdiction and venue of the federal and state courts located in
the State of Delaware, USA, in any action arising out of or relating to this Agreement. The parties waive any other
venue to which either party might be entitled by domicile or otherwise.
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