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The Tor network

« Specific browser

« The Onion Router
the Clear Web the Tor Network

*  Anonymous

+ Hidden services

.

o

Hidden
Service




Darknet

Tor hidden services

* Markets

- Forums

* Vendorshops

* Pastingservices
* Chat

* Image sharing

«  Wikis

7 technolog?es

Feedback (2) Discussion

International passport scans ID templates and
Various scans
Fraud

€1537

)
Shipping From: Worldwide
Shipping To: Worldwide

Select your shipment method

Do you have a discount coupon?

Super package scans and templates with almost everything you need only need little Photoshop work on some
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Topics

Info ©bitcoin

Vendor: 25-7 (455) khkskd (457) * Add to favorites

* Drugs

Amount

@ Any questions about the offer?

@ Ships from: NL 1 5

e WeOponS " # ; 2 Ships Worldwide “
<. Escrow

& Auto-Accept

* Financial Fraud
MDMA - High Quality Crystals

® C hi | d S eXU O | Ab U S e @ Description [ Refund policy & Vendor information

High Quality lab tested MDMA

R -

Home / Drugs / Springfield XDM 45 ACP 5.25" 2 Tone Stainless Competition, NIB

* Hacking

* |dentity Fraud

Springfield XDM 45 ACP 5.25" 2 Tone Stainless Competiti

+ Counterfeit on, NIB

700 EUR B 0.12881

W Favorite ? Question ™ Report
@ Shipping options
- Quantity: 1
Express shipping [0 EUR] V‘

O Bitcoin (BTC)

Vendor legitvendor [+0|-0]
) Buy Now
Class Physical

Escrow Type Full escrow

Ships From world

0 items sold since 2018-08-28 12:38:59
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Investigations are labour-

infensive

Hosts change often

* Information gets lost

« Informationis scattered
« Criminals are cautious

* Youcan't use Google
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Web-I-Qube® - Darknet in a box

A platform to support darknet investigations

- Aninvestigation platform with online content that

can be governed offline

- Full control over your data, have your intelligence

oNn your premises

! -« Contains countless entries from forums and markets
W 7
Wi, - Statistical evaluations are visualized and clearly

B

B .
. displayed on the dashboard

- Enfities are categorised, such as names, usernames

etc.
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Investigate online content offline

Cannot be hacked
No storage aft third party's system needed
Full control overyour data

Information on your premises

Pages are preserved for court
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DARKNET Web-1-Qubee

- Databases are supplied by the

0

Darknet Markets,

Data Collector
boards etc.

(Crawler)

system provider Web-1Q

 New content and updates are

recorded and sent either online or Darknet

Examiner - Clients

via data carrier to the client.
Y \ /! Transfer and store

/’ Darknet Information

A /

\ /
' ‘
\ /

i b 1\ i WeblQ Headquarter
~ C?

WEB-i-CUBE
g
<db>
= 4‘§\

s
"y Database ’
Updates “'




Web crawler add-on

- With this extension self-defined areas can be

crawled by the client directly

Examiner - Clients

Database
Updates

3

Database
Updates
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Darknet Markets,
boards etc.

a 9 Q
c{}tI‘J 0&:.,'

~
Data Collector
(Crawler)
n
Darknet
Transfer and store
Darknet Information
v \ 4
erwler WeblQ Headquarter
Appliance

<
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RESULTS

panfiamen ‘ Recent sales activity st Top-10 vendors activity Show sdvartiséren

Recent reviews on Darknet markets

Market categories

Main item Categories

New advertisem

Drugs & Chemicals
Digital Goods
Fraud

Other

Guides & Tutorials
Services
Counterfeits
Weapons

Software & Malware

Erotica Sep 26 Sep 30 Oct Oct 04 Oct 06 Oct 08
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New signups o predih New advertisements this year h

Signup da

< of market and forum users Distribution of advertisements over different markets
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Add-on Safe City =

* Online intelligence fo fight human frafficking and money

laundering
+  Detection of criminal activities targeting your city
»  Risk assessment instrument

- Darknet search engine, APl access, data snapshots,

notifications insights, search NS A




